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Course Purpose The purpose of the course is to bring in students to the deep concepts and 
principles underlying the field of key enabling communication technologies 
for smart systems, and to enable students develop the skills required for the 
design, application, and evaluation of modern communication networks. 
Particular emphasis is given to provide students with deep knowledge of 
recent revolutions relating to special issues like enabling wireless local area 
network technologies for smart systems, Bluetooth and IEEE 802.15, LTE 
and 5G systems, wireless sensor networks (WSNs) applications to smart 
systems, the Internet of Things (IoT), Machine-to-Machine (M2M) 
Communications, Device-to-Device (D2D) Communications, Smart 
Transportation Systems (STSs), and Vehicular Networks (VANETs) in 
Smart City Systems. 

Learning 
Outcomes 

By the end of the course, the students are expected to: 

1. develop in-depth knowledge of the main principles underlying the field of 
key enabling communication technologies for smart systems; 

2. recognize the new trend of connected objects in the context of smart 
systems and their challenges; 

3. outline representative examples of WSNs applications in smart systems; 

4. identify, analyse and evaluate access technologies to be used for the 
WSNs applications; 

5. define and examine Bluetooth application areas; 

6. analyse the characteristics behind the Bluetooth High Speed and 
Bluetooth Smart; 

7. distinguish between High Data and Low Data Rate WPANs; 

8. describe the ZigBee architecture; 

9. identify IEEE 802.11 family of standards and outline applications of 
WLANs to smart systems, and the challenges posed; 

10. analyse the key enabling technologies for 4G and 5G systems; 

11. define and examine the LTE and the LTE-A features, handover 
management, and the emerging concept of “smart city” in the context of 
5G systems; 

12. explain the scope of the Internet of Things;  



13. list and outline the principal components of IoT-enabled things; 

14. compare and contrast the ITU-T and IoT World Forum IoT reference 
models;  

15. describe and evaluate different IoT implementations; 

16. identify M2M system key elements and technologies; 

17. describe and evaluate dominant M2M application domains; 

18. identify and outline major advantages and disadvantages of D2D 
networks; 

19. determine the efficacy of D2D networks for proximity services; 

20. investigate emerging technologies such as social D2D networks, and 
simultaneous wireless information and power transfer (SWIPT) for D2D 
networks;  

21. analyse the emerging technologies in the fields of the Smart Cities, 
focusing on STSs; 

22. describe and evaluate VANET applications in smart cities along with 
challenges, solutions and existing implementations; 

23. perform research literature review and apply appropriate methods to 
pursue research or other detailed investigation of technical issues, and 
present, explain and report recent advances and open research issues 
and challenges in key enabling communication technologies for smart 
systems. 

Prerequisites WSS501 Required None 

Course Content This course consists of ten (10) units that will be taught within twelve (12) 
weeks, covering the following topics: 

• Week 1 – Introduction and Overview of Key Enabling Technologies 
for Smart Systems: Trends and Challenges. Survey of Major Key 
Enabling Technologies for Smart Systems. Examples. 

• Week 2 – Wireless Sensor Networks (WSN) Applications to Smart 
Systems: WSN Applications Examples. Access Technologies. Routing 
Strategies. Power-saving Methods. Security Concerns. 

• Week 3 – Bluetooth and IEEE 802.15: Wireless Personal Area 
Networks (WPANs). Bluetooth Motivation. Bluetooth Specifications. 
Bluetooth High Speed and Bluetooth Smart. IEEE 802.15 - High Data 
and Low Data Rate WPANs. ZigBee. 

• Week 4 – Enabling Wireless Local Area Network (WLAN) 
Technologies for Smart Systems: Development of IEEE 802.11. IEEE 
802.11 Architecture. Smart Systems Solutions and Requirements. 

• Weeks 5 & 6 – LTE and 5G systems: Cellular network evolution. 
Handover management. Empirical case: smart cities. 

• Weeks 7 & 8 – The Internet of Things: Overview, Architecture and 
Implementation. The IoT Era. The Scope of the Internet of Things. 
Components of IoT-Enabled Things. RFID. ITU-T IoT Reference Model. 
IoT World Forum Reference Model. IoT Implementation. 



• Week 9 – Machine-to-Machine (M2M) Communications: Concept of 
M2M Technology. M2M System Key Elements and Technologies. M2M 
Application Domains.  

• Week 10 – Device-to-Device (D2D) Communications: Concept of 
D2D Technology. Performance and Different Network Deployment 
Scenarios.  

• Week 11 – Smart Transportation Systems (STSs) in Critical 
Conditions: Smart Transportation Systems. Network Design for Smart 
Transportation Systems in Critical Conditions. QoS Applications for STS. 

• Week 12 – Vehicular Networks (VANETs) in Smart City Systems: 
VANET Architecture. Vehicular Cloud Infrastructure. VANET Challenges 
and Solutions in Smart Cities. Vehicular Clouds Challenges and 
Solutions in Smart Cities. Open Issues and Future Directions in 
Vehicular Smart City Systems. 

Teaching 
Methodology 

The course consists of units that are conducted through the online material, 
available through the web (e-learning platform), provided to students for 
studying (directed learning online). These include electronic information 
(notes, presentations, research articles), but also include rich media content 
such as narrated presentations. Students are also advised to use the 
course’s textbooks and additional online / print sources for further reading. 

Furthermore, dynamic online interaction with the students is offered, 
including tutoring and guidance. To achieve this, asynchronous 
communication (forum discussions and one-to-one communication such as 
emails), as well as synchronous (teleconferencing and chat sessions) are 
provided. 

Moreover, guided individual and/or group project is given to enable students 
to develop the skills required for integrating the course theory. To this end, 
research literature review is encouraged by assigning students to identify 
and assess case studies of evaluating communication technologies and 
application domains in smart systems, gather relevant scientific information 
about how others have addressed the identified research topic, 
investigate/analyze/evaluate and compose this information in written and 
orally, via a presentation. 

Other resources include online tutorials in presentation or video format. 

Students are assessed based on (a) formative assessment (participation 
and contribution of the students - dynamic online interactive activities), (b) 
summative assessment (online quiz, marked project/assignment), and (c) 
final written examination. 
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• M. S. Obaidat and P. Nicopolitidis, Smart Cities and Homes: Key 
Enabling Technologies, Morgan Kaufmann, 1st Ed., 2016 
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• W. Stallings, Foundations of Modern Networking: SDN, NFV, QoE, 
IoT, and Cloud, Pearson Education, 1st Ed., 2016 



The above textbooks are recommended as sources of additional reading for 
students to elaborate on the course’s material.  

Furthermore, students are also encouraged to explore other online / print 
sources that are related to topics covered in this course such as the 
following: 

• P. Rahimi, C. Chrysostomou, H. Pervaiz, V. Vassiliou and Q. Ni, “Joint Radio 
Resource Allocation and Beamforming Optimization for Industrial IoT in SDN-
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Transactions on Industrial Informatics, DOI: 10.1109/TII.2021.3126813, 15 
November 2021. 
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and R. Tafazolli, “A New Dimension to Spectrum Management in IoT 
Empowered 5G Networks”, IEEE Network, DOI: 10.1109/MNET.2019.1800157, 
Vol. 33, Issue: 4, pp. 186 – 193, 31 July 2019. 
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• R.I. Ansari, C. Chrysostomou, S.A. Hassan, M. Guizani, S. Mumtaz, J. 
Rodriguez and J. Rodrigues, "5G D2D Networks: Techniques, Challenges and 
Future Prospects", IEEE Systems Journal, DOI: 10.1109/JSYST.2017.2773633 
(online, since 15 December 2017), Vol. 12, Issue 4, pp. 3970 – 3984, December 
2018. 

• R.I. Ansari, S.A. Hassan, and C. Chrysostomou, "Device to Device 
Communication for 5G", Book Chapter in Part IV “System Integration and Case 
Studies” of the book “Access, Fronthaul and Backhaul Networks for 5G & 
Beyond”, IET, ISBN: 978-1-78561-213-8, August 2017. 

• P. Rahimi, C. Chrysostomou, I. Kyriakides and V. Vassiliou, “An Energy-Efficient 
Machine-Type Communication for Maritime Internet of Things”, Proceedings of 
the 11th Annual IEEE Information Technology, Electronics and Mobile 
Communication Conference (IEMCON 2020), pp. 668–676, Vancouver, Canada 
(Virtual Conference), November 4-7, 2020. 
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Multicast Content Sharing in 5G Networks”, Proceedings of the 2020 IEEE 
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Tunis, Tunisia (Virtual Conference), October 28-30, 2020 [Best paper award]. 

•  P. Rahimi, N.D. Khan, C. Chrysostomou, V. Vassiliou and B. Nazir, “A Secure 
Communication for Maritime IoT Applications Using Blockchain Technology”, 
Proceedings of the 16th International Conference on Distributed Computing in 
Sensor Systems (DCOSS 2020), pp. 244–251, technically co-sponsored by 
IEEE, California, US (Virtual Conference), June 15 – 17, 2020. 

• M.A. Cheema, H.K. Qureshi, C. Chrysostomou and M. Lestas, “Utilizing 
Blockchain for Distributed Machine Learning based Intrusion Detection in 
Internet of Things”, Proceedings of the 16th International Conference on 
Distributed Computing in Sensor Systems (DCOSS 2020), pp. 429–435, 
technically co-sponsored by IEEE, California, US (Virtual Conference), June 15 
– 17, 2020. 

• P. Rahimi and C. Chrysostomou, “Improving the Network Lifetime and 
Performance of Wireless Sensor Networks for IoT Applications based on Fuzzy 
Logic”, Proceedings of the 15th International Conference on Distributed 
Computing in Sensor Systems (DCOSS 2019), pp. 667–674, technically co-
sponsored by IEEE, Santorini, Greece, May 29-31, 2019. 

• R.I. Ansari, S.A. Hassan, and C. Chrysostomou, "A SWIPT-based Device-to-
Device Cooperative Network", Proceedings of the 24th International Conference 
on Telecommunications (ICT 2017), technically co-sponsored by IEEE, 



Limassol, Cyprus, May 3-5, 2017. 
• R.I. Ansari, S.A. Hassan, and C. Chrysostomou, "Energy Efficient Relay 

Selection in Multi-hop D2D Networks", Proceedings of the 12th International 
Wireless Communications & Mobile Computing Conference (IWCMC 2016), 
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• Z. Zinonos, C. Chrysostomou, and V. Vassiliou, "Fuzzy Logic Control for Mobility 
Management in Industrial Wireless Sensor Networks", Book Chapter in 
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“Studies in Computational Intelligence”, Springer Berlin Heidelberg, Vol. 554, pp. 
205-230, ISBN: 978-3-642-55029-4, 2014. 
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87, May 2014. 
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• C. Chrysostomou, C. Djouvas and L. Lambrinos, "Contention Window 
Adaptation for Broadcast Beaconing in Vehicular Ad Hoc Networks", 
Proceedings of the 10th International Wireless Communications & Mobile 
Computing Conference (IWCMC 2014), technically co-sponsored by IEEE, 
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• TUWEIN Team, Technishe Universität Wein. European smart cities, 
http://www.smart-cities.eu/model_4.html, January 2022 [online]. 

• Alfino S. The role of standards in smart cities, 
http://www.bsigroup.com/LocalFiles/en-GB/smart-cities/resources/BSI-smart-
cities-report-The-Role-of-Standards-in-Smart-Cities-UK-EN.pdf, June 2013 
[online]. 

• Wikipedia, The Free Encyclopedia. Wikimedia Foundation, Inc, Internet of 
things, https://en.wikipedia.org/wiki/Internet_of_Things, January 2022 [online]. 

• Amsterdam city, http://amsterdamsmartcity.com, September 2015 [online].  



• Barcelona Digital City, https://ajuntament.barcelona.cat/digital/en, January 2022 
[online].  

• The city of Vienna, Smart City Wien, https://smartcity.wien.gv.at/site/en, January 
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Assessment The students are assessed via continuous assessment throughout the 
duration of the Semester, which forms the Coursework grade and the final 
written exam. The coursework and the final exam grades are weighted 50% 
and 50%, respectively, and compose the final grade of the course. 

Various approaches are used for the continuous assessment of the 
students, such as dynamic online activities, online quizzes, project 
written/oral composition and presentation. The assessment weight, date and 
time of each type of continuous assessment is being set at the beginning of 



the semester via the course outline.  

An indicative weighted continuous assessment of the course is shown 
below: 

• Two dynamic interactive / participation activities:   2 * 5%  = 10% 

• One marked assignment/project:                           1 * 15% = 15% 

• Presentation of project:                                          1 * 10% = 10% 

• An online quiz:                                                        1 * 15% = 15% 

• One closed-book, 3-hour exam:                                             50% 

 

The criteria considered for the assessment of each type of the continuous 
assessment and the final exam of the course are the comprehension of the 
fundamental concepts and theory of each topic, the application of the theory 
in solving related problems and the ability to apply the above knowledge in 
examining recent advances and open research issues and challenges in 
advanced computer networks. 

The final assessment of the students is formative and summative and is 
assured to comply with the subject’s expected learning outcomes and the 
quality of the course 

Language English 

 


